A New RGB based Fusion for Forged IMEI Number Detection in Mobile
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Motivation Feature Extraction for Forged IMEI Number Detection
» Creating Fake International Mobile Equipment Identity (IMEI) number for smart . op— {S +1  if no white pixel in the path
phone to smuggle the goods is a hot news for the researchers. Therefore, this work 0 otherwise
focusses on forged IMEI number detection. , ,
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e BEsRszEse] ' () o average intensity, M, N denote the number of row and columns of the image and f(i, J) IS
nei .s'!Ll “R'J..rlsol-oa1'43x1'xl 1 M | R-41016330 Mads in Chins | image.
(a) Mobile with original and forged IMEI numbers created by copy-paste operation are
marked by green and red color, respectively. e CD1=|ISPc — FSPC|, CD2 = |1CCC — FCCC| \
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(b) Segmented original and forged IMEI number from respective images shown in (a).
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Template of Original Images
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(a) Canny and Sobel of original input images

Average Feature Values
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(c) Original and forged IMEI number created by insertion operation. RUNRTRRVISIAVE AT FQRACE e e — e o
Illustration for creating forged IMEI numbers using original IMEI numbers printed on mobile phone " (b) Canny and Sobel of original fused images. Feature Vectors
Images. ' A :

— —y —— = ' B’ Al — Ao

! P Il A N A T A N A N LR

T A “1/"5,;:. “N i\ I’| 1< l,}_ kr]ﬁ{ T
\L |._.-.,:"l, ;’lu t ff 11‘ A\ H“ “ J 1’ i L--\ b ‘ / /[J

i [, f %, ar

l\\:f |\ -f‘..r '\l“ ‘ ‘_, :L‘\ l‘lll \_‘__.‘ Yy f ]

I
il L) / [ [
AR EVaY l (5 1V

A h/ b
\I

Template of Forged Images

Proposed Method (c) Canny and Sobel of forged input images P
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* We present here a new fusion based method using R, G and B color components for Vi oMU RIS o ) I | 220 —1pe 2735 414 g gooos3EsS
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detectlng fOngd IMEI number. (d) Canny and Sobel of fused forged images. ; cbi  Cb2  €D®  sD1 SD2 SDS3

Feature WVector

h d hod find : f h | fthe i i Canny and Sobel edge components for original-forged input
e The Propose method TINdS varliances Tor each color components ot the mput Image. and fused images. Templates construction for average feature vectors of

« The variances are used to derive weights for respective color components. The original and forged images.
weights are convolved with the pixels of color components, which gives fused image.

* For the fused image, the proposed method extracts features based on sparsity, average
Intensity values and number of connected components.

 The absolute difference between feature vectors of fused and Input image IS
considered for template creation and then forgery detection.

Experimental Results

 We use 100 forged and 100 original images for experimentation. In addition, 1300
scene images are from Roy et al and Bhardwaj et al datasets together.
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Input: color image of forged IMEI number
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| | | ’ (a) Original and forged samples images of our dataset with copy-paste operation
(a) Original and forged IMEI number images with | Varianceof R || Variance of G | | Variance of B | B
copy-paste operation } | . | - | .
S SR . | Weightof R || Weightof G || WeightofB 3
900 700t 1 l v . .
j:: | - ——— GCray llmage { Fused image | (b) Original (scene) and forged (caption) images of Roy et al. dataset.
600 ] “g . v 1 |
. i | | Canny | Sobel | [Canny | [ Sobel | said that there is no
: ¥ | ' E— EVAN[SCHREIBER
) ‘ Ll e 7: U- _ [ Feature Extraction ] (c) Forged images (caption text) of low and high resolution of Bharadwaj et al. dataset.
CoE WA R e Absolute Difference between Features vettors of input Sample successful results of the proposed method
(b) Histogram for the gray values of respective
: : and fused
Images in (a). [ | ]
Distributions of gray pixel values for the original Template Construction .
and forged IMEI number images shown in (a), " Table 1. Performance of the proposed and existing methods on our dataset and Roy et al.
[ Forged IMEI Number Detection ] datasets

Block diagram of the proposed method.

R P F R P F ds
Constructing Fused Image using Color Components Tl 073 082 077 085 075  0.80

Method Metho | Original (scene) | Forged (caption)
R P F R P F

ed 054 096 069 098 068 0.80
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1 N M et al. et al_

CF = |7 > Y [F(i,)) = F(i = 1))’
\ T=1i=2 Table Il. Performance of the proposed and existing methods on Bharadwaj et al. dataset.

where k indicates, R, G, B, RF and CF denote variances computed in row and column
wise, respectively. F denotes input image, M and N denote the number of row and

Methods |Set-1(Low resolution Set-2(High resolution
R P F R P F

columns respectively for the window of size 3X3. 8-23 g-gg 8-675(2) 8-5632 8-675;1 8.67;51
l/(lT}((?frjl) . . ' ' - ' '
Wi (x,y) = Bhardwaj 0.64 0.62 0.63 0.68 0.65 0.67

Varg(x,y) + Varg(x,y) + Varg(x,y) Kumar et al. 0.41 0.37 0.39 0.45 0.40 0.43
S, y) = frlx,y) * Wr(x,y) + fe(x,¥) « We(x,¥) + fp(x,y) » We(x,y)

Where W denotes weights of R, G, and B components, respectively, and S denotes
Fusion of Weight(W, ) with corresponding color components(f,) Conclusion

354733/07/541 214/6 354733307/541 214/8 * We have proposed a novel fusion method for detecting forged IMEI number in mobile

. _ 0 Images using R, G and B color components and statistical features.
(a) R components of the original and forged images in Fig. 2(a)
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354733/07/5;1 21 4/6 : 3 594?393_“;-}'5‘1 214/B * The weight information is convolved with the input images to obtain fused image.

(©) 8 components of th original and forged images in Fig. 2(2 * The proposed method extracts features for the fused images with the help of Canny and
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« Templates are constructed based on average of feature vectors for forgery detection.
(d) Fused images for respective original and forged images

Generating of fused images using R, G and B components for the original and forged IMEI * The same method can be extended to other forgery detection applications in future.
number images.
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