Title: An Overview of the Recent Development of Computational Forensics for Criminal and Victim
Identification.

Abstract: Biometric researchers achieved a great success in the last decade. Their technologies, especially
face, fingerprint and iris recognition systems, have been widely used in governmental and commercial
applications. Many national ID projects have been carried out and biometric passports have been
standardized. Recently, some biometric researchers put more effort on developing effective
computational methods for criminal and victim identification. Their research covers a wide range of
forensic demands. Some attempt to improve or automatize the current manual or semi-automatic
recognition approaches used by law enforcement agencies. Some attempt to address new demands from
sexual offenses, riots, digital crimes, and terrorism. In this talk, the tutor will give a brief summary of their
recent research results, including latent print enhancement, tattoo retrieval, shoe print recognition, facial
composite and sketch processing and matching, dental identification, authorship verification, soft
biometrics, skin mark matching and individuality, blood vessel visualization, skin image restoration,
prisoner imaging systems and androgenic hair pattern matching.

List of topics to be presented with their estimated duration and pointers to the associated
literature

e Introduction to criminal and victim identification (20min)
o Arule of forensic researchers
o Differences between commercial biometrics and forensic biometrics
o Different countries, different laws and different requirements
e Latent print enhancement [23-24] (15 min)
e Tattoo retrieval [20-22] (15 min)
e Face processing and matching [4-6, 16] (20 min)
e  Shoe print recognition systems [1] (10 min)
e Dental identification [17-18] (10 min)
e Authorship verification [2] (10 min)
e  Soft biometrics and witness descriptions [3, 27] (15 min)
e  Skin mark identification and related studies [9-11] (20 min)
e Androgenic hair pattern matching and body geometry [7-8, 26] (15 min)
e Blood vessel visualization [14-15] (15 min)
e Skin image restoration [12-13] (5 min)
e Aprisoner imaging system [25] (5 min)

Prerequisites for the participants: NA

Target participants: Researchers and students, who are interested in computational forensics and law
enforcement officers.

Expected enrolment: 30
Important note: No audio recording, video recording or photography is allowed.

Tutor: Dr Adams Wai-Kin Kong received his PhD from the University of Waterloo, Canada. Currently, he
is an associate professor at the Nanyang Technological University, Singapore and Director of the Cyber
Security Laboratory. His previous research includes algorithm design and analysis, system
implementation and evaluation, feature analysis and template protection. Based on his palmprint
identification algorithms, he was selected as a finalist of the 4th Young Inventor Awards 2002-2003,
organized by Hewlett Packard and Far Eastern Economic Review. In the summer of 2008, he served as an
expert witness to the U.S. Department of Justice for a case of child sexual abuse. His forensic research
results were reported by Channel NewsAsia, Straits Times, and HEY!. His papers have been published in
TPAM], TIP, TIFS, TSMC, TCSVT, CVPR, pattern recognition, BTAS and ICB. One of his papers was selected
as a spotlight paper by TPAMI and another one was selected as Honorable Mention by Pattern



Recognition. With his students, he received Best Student Paper Awards in The IEEE Fifth International
Conference on Biometrics: Theory, Applications and Systems and IEEE International Conference on
Bioinformatics and Bioengineering. He has developed seven patents; five of his patents have been
approved, and the other has been filed. His research interests include biometrics, forensics, medical
image processing, image processing, and pattern recognition.

Acknowledgment: Research of the tutor is partially supported by the Ministry of Education, Singapore
through Academic Research Fund Tier 2, MOE2012-T2-1-024.

References:

1.

2.

10.

11.

12.

13.

14.

15.

16.

17.

18.

Y. Tang, S.N. Shrihari, H.Kasiviswanathan and ].J. Corso, “Footwear print retrieval system for real
crime scene marks”, the 4t International Workshop on Computation Forensics, pp. 88-100, 2011

F. Igbal, H. Binsalleeh, B. C. M. Fung, and M. Debbabi. A unified data mining solution for authorship
analysis in anonymous textual communications. Information Sciences (INS): Special Issue on Data
Mining for Information Security, 231:98-112, May 2013.

D.A. Reid, M.S. Nixon and S.V. Stevenage, “Soft biometrics: Human identification using comparative
descriptions”, IEEEE Trans. Pattern Analysis and Machine Intelligence, vol. 36, no. 6, pp. 1216-1228,
2014.

P.C. Yuen and C.H. Man, “Human face image searching system using sketches”, IEEE Trans. SMC,
part A, vol. 37, no. 4, pp. 495-504, 2007.

X. Wang and X. Tang, “Face photo-sketch synthesis and recognition”, IEEE Trans. Pattern Analysis
and Machine Intelligence, vol. 31, no. 11, pp. 1955-1967, 2009

H. Han, B. Klare, K. Bonnen and A.K. Jain, “Matching composite sketches to face photos: A
component based approach”, IEEE Trans. Information Forensics and Security, vol. 8, no. 1, pp. 191-
204

S. Han and A.W.K Kong, “An evaluation on low resolution androgenic hair patterns for criminal and
victim identification”, IEEE Transactions on Information Forensics and Security, vol. 9, pp. 666-680,
2014.

K. S. Chan and A.W.K. Kong, “Using leg geometry to align androgenic hair patterns in low resolution
images for criminal and victim identification”, ICPR 2014

A. Nurhudatiana, AW.K. Kong, K. Matinpour, D. Chon, L. Altieri, S.Y. Cho and N. Craft, “The
individuality of relatively permanent pigmented or vascular skin marks (RPPVSM) in
independently and uniformly distributed patterns”, IEEE Transactions on Information Forensics and
Security, vol. 8, no. 6, pp. 998-1012, 2013.

A. Nurhudatiana and AW.K. Kong, "On Criminal Identification in Color Skin Images Using Skin
Marks (RPPVSM) and Fusion with Vein Patterns”, IEEE Transactions on Information Forensics and
Security (accepted).

A. Nurhudatiana, A.W.K. Kong, N. Craft, and H.L. Tey, "Relatively permanent pigmented or vascular
skin marks (RPPVSM) for Identification: A Pilot Reliability Study", Journal of Forensic Sciences
(accepted)

C. Tang, AW.K. Kong and N. Craft, “Using a knowledge-based approach to remove blocking artifacts
in skin images for forensic analysis”, IEEE Transactions on Information Forensics and Security, vol.
6, no. 3, pp- 1038-1049, 2011.

X. Li and A. Kong, “Restoring blood vessel patterns from JPEG compressed skin images for forensic
analysis”, IEEE International Workshop on Information Forensics and Security, 2013.

H. Zhang, C. Tang, A.W.K. Kong, and N. Craft, “Matching vein patterns from color Images for forensic
investigation”, Proc. of IEEE International Conference on Biometrics: Theory, Applications and
Systems, pp. 77-84, 2012.

C. Tang, A. Kong and N. Craft, “Uncovering vein patterns from color skin images for forensic
analysis”, Proc. of IEEE Computer Vision and Pattern Recognition, pp. 665-672, 2011.

H. Nejati, L. Zhang and T. Sim, “Eyewitness face sketch recognition based on two-step bias
modeling”, CAIP, 2, pp. 26-33, 2013.

D.E. Nassar, A. Abaza, X. Li and H. Ammar, “Automatic construction of dental charts for postmortem
identification”, IEEE Transactions on Information Forensics and Security, vol. 3, no. 2, pp. 234-246,
2008.

E.H. Said, D.E.M. Nassar, G. Fahmy and H. Ammar, “Teeth segmentation in digital dental X-ray films
using mathematical morphology”, IEEE Trans. Information Forensics and Security, vol. 1, no. 2, pp.



19.

20.

21.
22.

23.

24.

25.

26.

27.

178-189, 2006.

G.E. Cains, and R.W. Byard, The forensic and cultural implications of tattooing. Forensic Pathology
Review 5, Springer, 97-220, 2008.

D. Manger, “Large-scale tattoo image retrieval”, 9t Conference on Computer and Robot Vision, pp.
454-459,2012

H. Han and A.K. Jain. “Tattoo based identification: sketch to image matching”, ICB, 2013

B. Heflin, W.]. Scheirer, T.E. Boult, “Detecting and classifying scars, marks and tattoos found in
wild”, BTAS, 2012

F. Chen, J. Feng, AK. Jain and J. Zhou, “Separating overlapped fingerprints”, TIFS, vol. 6, no. 2, pp.
346-359, 2011.

S. Yoon, ]. Feng and AK. Jain, “Latent fingerprint enhancement via robust orientation field
estimation”, IJCB, 2011.

N.Q. Hnynh, X. Xu, A.W.K. Kong and S. Subbiah, “A preliminary report on a full-body imaging system
for effectively collecting and processing biometric traits of prisoners”, IEEE Symposium Series on
Computational Intelligence, 2014.

M.R. Islam, K.S. Chan and A.W.K. Kong, “A preliminary study of lower leg geometry as a soft
biometric trait for forensic investigation”, ICPR 2014.

I. Bouchrika, M. Goffredo, ]. Carter and M. Nixon, “On using gait in forensic biometrics”, Journal of
Forensic Science, vol. 56, no 4, pp. 882-889, 2011.



