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Fingerprint Recognition

Basics and Recent Advances
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A State-of-the-art
I Image acquisition and fake detection
I Feature extraction
I Matching approaches
I FVC competitions

ANew directions
I Hot topics
I MCC: a novel local matching approach
I Enhancement of latent fingerprints
I FVC-onGoing
I Generation of synthetic fingerprint images: the SFinGe approach
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Why fingerprints?

AHighly distinctive and unique

ADo not change during the lifetime of a
person

APublicly accepted as reliable (evidence in
a court of law)

Aldentical twins have different fingerprints

An impression on a
Palestinian lamp (400 B.C.)
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INgerprnt recogniton system
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Fingerprint acquisition

A Off-line acquisition
I Ink technique
I Latent fingerprints

AOn-line acquisition
I Optical sensors
i Silicon-based sensors
.
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S
On-line fingerprint scanners I single finger

Technology Company Model Dpi | Area (h2w) | PIV IQS
compliant FingerChip
Biometrika . e A ~ AT77C101B
FTIR biometrikait HiScan 500 11 O
Crossmatch Verifier 300 , .
FTIR www.crossmatch.net LC 2.0 500 | 1.2%1.2
_ Digital Persona " )
.8 FTIR digitalpersona.con UareU4000 | 512 |0.71"30.57
g L-1 Identity 1 A ~
O FTIR identix.com DFR 2100 500 |1.05'31.05 O Verifier 300
FTIR Sagm MSO350 | 500 |0.86%0.86"| O LC20
www.morpho.com
Secugen \ " ~
FTIR -secugen.com HamstenV 500 | 0.66'30.51 O
- Upek TouchChip . " ~
Capacitive upek.com TCs1 508 | 0.71%0.50 O
g Thermal Atmel FingerChip \ .
B (sweep www.atmelcom | AT77c101B| 200 |0.0290.55
=]
= e Authentec ! "
3 Electric field - authentec.com AES4000 | 250 |0.38"0.38
Piezoelectrig BMF BLP-100 | 406 |0.92%0.63
www.bm-f.com : :

TouchChig
TCS1




www.papillon.ru

Technology Company Model Dpi | Area (M w) | IAFIS 1QS
compliant
Crossmatch L SCAN : . ~
_ FTIR www.crossmatch.ng 1000 1000] 3.0%3.2 ©
[ . N
o L-1 Identity TouchPrint| ’ . ~
g- FTIR www.|lid.com 4100 500 3.0%3.2 o
FTIR Papillon DS30 | 500(3.07%3.38| O
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| ”e mos! |mpor!an! parame!er IS QCQUISI!IOH dl€a

[7900%

800% -

Relative EER 700% -
difference
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No significant certain loss of accuracy
! The average performance
performance | drop is 73%

Change Minimum acquisition area

(in mm?2)
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Certlglcatlon o! scanners & c‘asses o! qua‘lty

500%

PV PassDEUV | CNIPA-A [ CNIPA-B | CNIPA-C
[Mean 156% 20% 18% 44% 182%

450% -

400%

Relative 350%
EER
difference 300%

' 250%

ERE

200%
150% °

100%

0% | . | .

PIV PassDEUV CNIPA-A CNIPA-B CNIPA-C

|
50% - | -
[
|

| -50%

A CappelliR., Ferrara M. and MaltoniD., fAOn t he Operational Quality of
IEEE Transactions on Information Forensics and Security, vol. 3, no. 2, pp. 192-202, 2008.

A A. Alessandroni, R. Cappelli, M. Ferrara and D. Maltoni, "Definition of Fingerprint Scanner Image Quality
Specifications by Operational Quality"”, in proceedings European Workshop on Biometrics and Identity
Management (BIOID 2008), Roskilde, Denmark, May 2008.
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Fake Fingerprints

The idea of using fake fingerprints to fool biometric recognition is not new

Diamonds are Forever
(1971)

Bond goes undercover
as Peter Franks, a
diamond smuggler...
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AMaking a fake finger is not easy, but with the right knowledge and the
appropriate materials ...

I Much more easy with cooperation of the user

I Typical materials:
AGelatin, Silicone, Latex.

Gelatine Finger Silicone Finger Latex Finger
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!aEe aetectlon !5!

AThe potential weakness of commercial fingerprint scanners has been
highlighted in some works:
AFingerprint recognitonid on 6t get y o u rVanfder Pgte Keuning, 2000] e d
Al mpact of artificial fgummwatssumitn20@2 s on
Aé
AFake Finger Detection by Skin Distortion Analysis [A. Antonelli, R. Cappelli, D. Maio
and D. Maltoni - IEEE Transactions on Information Forensics and Security, 2006]

APossible measures
i Intrinsic properties of a live person

APhysical (e.g. elasticity), Electrical (
i Signals generated involuntarily
APul sati on, Bl ood pressur e, Perspiration,

I Voluntary/involuntary response to stimuli
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Fake finger detection by distortion analysis

The user is required to place a
finger onto the scanner surface
and to apply some pressure while
rotating the finger

Real finger Fake finger

Optical Flow Distortion Map  Integrated DM  DistortionCode
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[Fake finger detection by odor analysis
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Skin
RTY

Gelatine ‘
Latex

AThe idea:
I Using one or more odor sensors (electronic noses) to detect materials usually
adopted to make fake fingers

AElectronic nose: array of chemical sensors designed to detect and discriminate
complex odors
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Fingerprint anatomy (1)

A fingerprint is composed of a set of lines (ridge lines),

which mainly flow parallel, making a pattern (ridge pattern) termination

: : : bifurcation
Sometimes the ridge lines produce

local macro-singularities, called
whorl (O), loop (U) and delta (D)

ridge line

The minutiae, o r  Gchdracteriatioss
are determined by the termination or the
bifurcation of the ridge lines




Fingerprint anatomy (2)

right loop
e ‘§

left loop whorl

| The five main fingerprint classes I

fingerprint directional density

map map

A The ridge-line flow can be effectively
described by a directional map

A The ridge line density can be

summarized by using a density map




Fingerprint anatomy (3)

AAt the very local level (e.g., acquisition at 1000 dpi) it is possible to
iIdentify sweatpores(f r om 6 0 1), mcipient fidges, oreases, etc.




Fingerprint anatomy (4)




[Feature extraction steps

Fingerprint

image

map

Fingerprint| | Density

shape

Directional

map

Ridge

pattern

Minutiae

Singularities




OCal rnage orientation

The local rnidge orientation at [xy] 1s the angle €, € [0..180°[ that the
fingerprint ridges, crossing through an arbitrary small neighborhood
centered at [x,y], form with the horizontal axis.
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The simplest and most natural approach for extracting local ridge orientation
1s based on computation of gradient phase angles (problems of non-linearity
and circularity).




Local ridge orientation (2)

ARobust computation (basedon local averagingof gradient estimates)as
proposed by Kass and Witkin (1987, Bigun and Granlund (1987,

G.:.DonahueandRokhlin (1993, Chen,andJain(1999, andBazenandGerez
(2002):

1

Gy=a. A, Bux+hy +k)® (x+hy, +k)

. 8 2
GXX = a h= 8a k= SDX(X| +h’yl +k) !
8 «« 8

where DBx and Py are the x- and y-gradient components computed through 3 3 3 Sobel masks, and
atan2(y,x) calculates the arctangent of the two variables y and x: it is similar to calculating the arctangent
of y/x, except that the signs of both arguments are used to determine the quadrant of the result.
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MOOotNINg Iocal’ orientations

What is the average orientation between 5 and 175° 7 and between 0
and 90°?

a simple but elegant solution 1s to double the angles; each element 1s
encoded by the vector:

d; = [r,j - COS 291']""13' - sin 29&'] ,

averaging the angles in a local » X » window, 1s performed by separately

[
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Brlen!a!lon ex!rac!lon a‘gon!' !ms

Achal Analysis: each orientation is estimated by using image information
(pixels) from a local window.

i Gradient

I Slit-Based (Slit [Oliveira07])

I Frequency Domain (STFT [GovindarajuQ7])
I Tracing Based (Line-sensor [Gottschlich09])

AGlobal Analysis: each orientation is estimated according to a global
modeling function.

I Geometric Models (need singular points)

I Global Approximation (FOMFE [Wang07], Legendre Polynomials [Ram10])
I Learning Based (AFROM [Ram09])

Systematic comparison can be found in:

F. Turroni, D. Maltoni, R. Cappelli and D. Maio, "Improving Fingerprint Orientation Extraction",
IEEE Transactions on Information Forensics and Security, vol.6, no.3, pp.1002-1013,
September 2011.
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Local ridge frequency (1)

A Thelocal ridge frequency(or density)f,,, at point [x,y] is the inverseof the numberof ridgesper unit
lengthalonga hypotheticasegmententeredat [x,y] andorthogonato thelocal ridge orientationg,.

Countingbased approach

A Countingbasedpproaci{Hong,Wan,andJain(1999):

A Variation-basedpproact{Maio andMaltoni (1998)) ‘

‘ f. :#
“ g4, 484,
ull

x-signature

A Estimation in the Fourier domain (Kovacs, Rovatti, and ‘“l | ‘
Frazzoni(2000): ||||| |||||
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ocal ridge frequency

Variation-based approach

average
amplitude

i

the ridge-line local density
corresponds to the frequency v
of /', that is the number of
periods per unit length

Maio and Maltoni (1998a)

Vanation of f

v (f)'["if,“

V (f)= (Xz _Xl)' 2v-o,,

X

i

dx= ‘%&)ﬁ: Ol + 0Ly + ... Ol

V_

Vv (/)

- 2 (X2 _Xl)' am




Segmentation

AThe term segmentation is used to denote
the separation of fingerprint area
(foreground) from the image background.

AForeground and background are
discriminated by the presence of a striped
and oriented pattern in the foreground and
of an isotropic pattern in the background.

AHow to measure anisotropy ?

I presence of a well defined peak in a local
histogram of orientations (Mehtre et al.
(1987))

I variance of the gray-levels in direction

orthogonal to the gradient (Ratha, Chen, and
Jain (1995))

I magnitude of the gradient
(Maio and Maltoni (1997))

T combination of more features
(Bazen and Gerez (2001b))




ingularity detection

The best-known method i1s based on Poincaré index (Kawagoe and Tojo
(1984)).

Vs i P,c=-263°

V3

The Poincaré index P (i) at [i,7] 1s computed as:

e The (closed) curve C 1s an ordered sequence of orientations, such that
[ij] 1s an internal point

e P.c(ij) 15 computed by algebraically summing the orientation
differences between adjacent elements of C. Summing orientation
differences requires a direction (among the two possible) to be
associated at each orientation. 4 solution to this problem is to
randomly select the direction of the first element and assign the
direction closest to that of the previous element to each successive
element.
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Singularity detection (2)
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nnancemen

A Aimed at improving the quality of
recoverable regions to simplify
successive stages
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nnancemen

Best results with contextual filters (e.g. Gabor filters). 5
19 177 1/5

7 \ |
x :&O‘I
z X
(@)
- .

<06

g(x,y:ﬁ,f)=ex {_1[%24_:!?9 ” cos(27gf xe) === &
2lo,” o,

Xg | cos(90°—9) sin(90°—9) x| | sm@ cosfx = §
Yo = sin(90° - 9) cos(90° - 9) y | -cos® siné b ’
Each pixel [x,y] of the image 1s convolved with the filter gj(x.,») such that & .n. )
1s the discretized orientation closest to €y and fj 1s the discretized frequency %
closest to fiy- K
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Enhancement (3)
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Automatic minutiae detection

AAn extremely important task: a lot of research has been
devoted to this topic.

ATraditional approach:

1. Binarization: the fingerprint gray-scale image is
converted into a binary image

2. Thinning: the binary image is submitted to a thinning
stage (the ridge-line thickness is reduced to one pixel)

3. Detection: a simple image scan allows to detect the
pixels that correspond to minutiae
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IFECL gray-Scale minutiae detection

AProblems of the binarization-based approaches:

I asignificant amount of information may be lost during the binarization

process

I binarization and thinning are time-consuming

I thinning may introduce a large number of spurious minutiae

I most of the binarization techniques proved to be unsatisfactory when applied
to low-quality images
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Follow the ridge lines onthegray-s c a | e
according to the local orientation of the ridge pattern

| mage,
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Direct gray-scale minutiae detection (2)

Aridge-line is made of a set of points that are the local maxima with
respect to the direction orthogonal to the ridge-line itself

A set of starting points is determined
(according to a square-mesh grid
— superimposed to the image); for each

(i) (1) point, the algorithm find the nearest
- ridge-line and follows it until a
bifurcation or a termination is reached.

intercepted
ridge-line intercepted

Termination Bifurcation False ridge-line

minutia

current current
ridge-line ridge-lin

current
ridge-line
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Direct gray-scale minutiae detection - Demo
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!lngerprln! recognl!lon

AFinding the similarity between two fingerprints
Same finger Different fingers

Same finger Different fingers
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